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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division

)
MAPLEBEAR INC., DBA INSTACART,a )
Delaware corporation, )
)
Plaintiff, )
)
V. )

) Civil Action No: 1:21-cv-474
JOHN DOES 1-2, CONTROLLING AND )
OPERATING A MALICIOUS )
APPLICATION KNOWN AS SHOPPER )
HELPER, )
)
)
Defendants. )
)
)

COMPLAINT

Plaintiff Maplebear Inc., dba Instacart (“Instacart”) hereby alleges that John Does
1-2 (collectively “Defendants’) are engaged in an illegal operation to circumvent
Instacart’s Shopper Application order batching process and misuse Instacart’s intellectual
property through a mobile application known as “Shopper Helper.” Shopper Helper is
marketed to Instacart’s independent contractors who shop for and deliver groceries and
other retail items to Instacart’s customers (“Shoppers”). Shopper Helper is designed to
illegally access Instacart’s Shopper Application (“Shopper App”), interacting with and
using without authorization Instacart’s software and recognizable trademarks, and other
information taken from Instacart—all while falsely representing to its users and the world that
these materials are licensed or owned by Instacart. Shopper Helper undermines Instacart’s
process for distributing “batches’ of order to Shoppers, systematically disrupting
Instacart’s algorithms for the batching process, and rendering batches unavailable to

genuine users. Shopper Helper has and will continue its harmful actions unless enjoined
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and held accountable. Defendants control Shopper Helper through an infrastructure hosted
at and operating through Internet domains and Internet Protocol addresses (collectively,
“Domains and IP Addresses™) set forth in Appendix A to this Complaint.

NATURE OF THE ACTION

1. This is an action based upon: (1) the Computer Fraud and Abuse Act, 18 U.S.C. §
1030; (2) Trademark Infringement under the Lanham Act, 15 U.S.C. § 1114 ef seq.; (3) False
Designation of Origin under the Lanham Act, 15 U.S.C. § 1125(a); (4) Trademark Dilution under
the Lanham Act, 15 U.S.C. § 1125(c); (5) Tortious Interference With Contractual Relations; (6)
Common Law Trespass to Chattels; (7) Unjust Enrichment; and (8) Conversion. Instacart seeks
injunctive and other equitable relief and damages against Defendants, to prevent Defendants
from engaging in these violations of law and disabling the Shopper Helper app. Defendants,
through their illegal activities involving Shopper Helper have caused and continue to cause
irreparable injury to Instacart, its Shoppers and members of the public.

PARTIES

2. Plaintiff Instacart is a corporation duly organized and existing under the laws of
the state of Delaware, having its headquarters and principal place of business in San Francisco,
California.

3. Defendant John Doe 1 controls the Shopper Helper app in furtherance of conduct
designed to cause harm to Instacart, its Shoppers, and the public. Instacart is informed and
believes and thereupon alleges that John Doe 1 can likely be contacted directly or through third-
parties using the information set forth in Appendix A.

4. Defendant John Doe 2 controls the Shopper Helper app in furtherance of conduct

designed to cause harm to Instacart, its Shoppers, and the public. The identity and location of this
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defendant is currently uncertain. Instacart is informed and believes and thereupon alleges that
John Doe 2 can likely be contacted directly or through third-parties using the information set
forth in Appendix A.

5. Third parties VeriSign, Inc., VeriSign Information Services, Inc., and VeriSign
Global Registry Services (collectively, “VeriSign”) are the domain name registries that oversee
the registration of all domain names ending in “.com” and are located at 12061 Bluemont Way,
Reston, Virginia 20190.

6. Third parties Minds and Machines, LLC and Minds + Machines Group Ltd
(collectively, “Minds and Machines”) are the domain name registries that oversee the registration
of all domain names ending in “.vip” and are located at 3100 Donald Douglas Loop North
Hanger 7, Santa Monica, CA 90405 and 2505 Second Avenue, Suite 520, Seattle, WA 98121.

7. Third party The Constant Company, LLC (referred to as “Choopa” or “Vultr”) is
the hosting provider that provides hosting services, including virtual private servers, for the IP
address “167.179.75.11” and is located at 100 Matawan Rd, Matawan, NJ 07747 and 319
Clematis St., Suite 900, West Palm Beach, FL 33401.

8. Third party Shopify, Inc. (“Shopity”) is a platform that oversees e-commerce
accounts and is located at 33 New Montgomery St., Suite 750, San Francisco, CA 94105 and
1209 Orange St., Wilmington, DE 19808.

0. Defendants own, operate, control, and maintain Shopper Helper through
infrastructure hosted at and/or operating at the Domains, [P Address, and account with an e-
commerce platform set forth in Appendix A. The infrastructure hosted and operated at the
Domains, IP Address, and e-commerce account are maintained by the third-party hosting

companies set forth at Appendix A. Instacart will amend this complaint to allege the Doe
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Defendants’ true names and capacities when ascertained. Instacart will exercise due diligence to
determine Doe Defendants’ true names, capacities, and contact information, and to effect service
upon those Doe Defendants.

10. Instacart is informed and believe and thereupon allege that each of the fictitiously
named Doe Defendants is responsible in some manner for the occurrences herein alleged, and
that the injuries of Instacart, its Shoppers and members of the public, as herein alleged, were
proximately caused by such Defendants.

11. On information and belief, the actions and omissions alleged herein to have been
undertaken by John Does 1-2 were actions that Defendants, and each of them, authorized,
controlled, directed, or had the ability to authorize, control or direct, and/or were actions and
omissions each Defendant assisted, participated in, or otherwise encouraged, and are actions for
which each Defendant is liable. Each Defendant aided and abetted the actions of Defendants set
forth below, in that each Defendant had knowledge of those actions and omissions, aided and
benefited from those actions and omissions, in whole or in part. Each Defendant was the agent of
the other Defendant, and in doing the things hereinafter alleged, was acting within the course and
scope of such agency and with the permission and consent of the other Defendant.

JURISDICTION AND VENUE

12. The Court has subject matter jurisdiction over this action pursuant to 28 U.S.C. §
1331 because this action arises out of Defendants’ violation of the Computer Fraud and Abuse
Act (18 U.S.C. § 1030), and the Lanham Act (15 U.S.C. §§ 1114, 1125). The Court also has
subject matter jurisdiction over Instacart’s claims for trespass to chattels, conversion, tortious
interference with contractual relations and unjust enrichment pursuant to 28 U.S.C. § 1367.

13. Venue is proper in this judicial district pursuant to 28 U.S.C. § 1391(b) because a
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substantial part of the events or omissions giving rise to Instacart’s claims has occurred in this
judicial district, because a substantial part of the property that is the subject of Instacart’s claims
is situated in this judicial district, and because a substantial part of the harm caused by
Defendants has occurred in this judicial district. Defendants engage in conduct availing
themselves of the privilege of conducting business in Virginia, and utilize instrumentalities
located in Virginia and the Eastern District of Virginia to carry out acts alleged herein.

14. Instacart uses Amazon Web Services (“AWS”) to store and compute data that
powers its Platform, including its Shopper Application. Instacart’s AWS servers are located in
the Eastern District of Virginia.

15. Defendants have affirmatively directed action at Virginia and the Eastern District
of Virginia by directing their activities at Instacart’s servers which are located in the Eastern
District of Virginia. Instacart’s Platform, and the associated data and intellectual property, is
stored within Instacart’s AWS infrastructure in the Eastern District of Virginia. Defendants have
illegally accessed Instacart’s servers in order to obtain Instacart’s information regarding
“batches” of orders available to Shoppers without authorization. Defendants also distribute,
copy, and reproduce Instacart’s intellectual property without authorization, which is stored on
Instacart’s AWS servers in the Eastern District of Virginia.

16. Defendants maintain Internet infrastructure registered through VeriSign, which
resides in the Eastern District of Virginia. Defendants use this domain to offer an illegal
instrumentality in this judicial district. Defendants have undertaken the acts alleged herein with
knowledge that such acts would cause harm through domains located in the Eastern District of
Virginia, thereby injuring Instacart, its Shoppers, and others in the Eastern District of Virginia

and elsewhere in the United States. Therefore, this Court has personal jurisdiction over
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Defendants.

17. Pursuant to 28 U.S.C. § 1391(b), venue is proper in this judicial district. A
substantial part of the events or omissions giving rise to Instacart’s claims, together with a
substantial part of the property that is the subject of Instacart’s claims, are situated in this
judicial district. Venue is proper in this judicial district under 28 U.S.C. § 1391(c) because

Defendants are subject to personal jurisdiction in this judicial district.

FACTUAL BACKGROUND
Instacart’s Services

18. Instacart, founded in 2012, operates a multi-sided technology and
communications platform via the Instacart website and its smartphone applications (“Instacart
Platform™). The Instacart Platform facilitates on-demand grocery and retail delivery services by
connecting customers who wish to purchase grocery items from Instacart’s local retail partners
with personal shoppers (“Shoppers”) who will shop for and/or deliver the orders.

19. As a technology company, Instacart devotes its business to developing and
maintaining the complex technology and related infrastructure necessary to operate its Platform,
including the Shopper App. Instacart has invested substantial resources in developing high-
quality software and services. Due to the high quality and effectiveness of the Instacart Platform,
Instacart has generated substantial goodwill with its customers, Shoppers, and the public,
establishing a strong brand and developing the Instacart name and the names of its Platform and
services into strong and famous symbols that are well-recognized within its channels of trade.
Instacart has registered trademarks representing the quality of its products and services and its
brands, including Instacart® and the Instacart Carrot®. Copies of the registrations for these
trademarks are attached as Appendix B to this Complaint.

20. Instacart is not a retailer and does not own or resell any goods. The company does
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not perform the actual transportation and delivery of the goods purchased through its Platform to
customers. The Instacart Platform connects orders placed by customers with independent service

providers, Shoppers, with whom Instacart contracts.

21. In the United States, Instacart’s service is available in all 50 states and the District
of Columbia.
22. For customers, the Instacart Platform offers on-demand shopping from numerous

retailers through a single smartphone app or website and facilitates delivery of the goods directly
to their doorstep.

23. For Shoppers, Instacart provides a separate mobile application known as the
Shopper App. The Shopper App is available through Google Play or the Apple App Store.

24, The Shopper App is the primary way that Shoppers interact with Instacart. The
Shopper App provides a matching function using proprietary technology to offer “batches” of
customer orders to Shoppers. Shoppers, who use the Shopper App to indicate their availability to
receive and accept orders at their discretion, enter into written agreements to perform services as
independent contractors.

25. Orders are offered to Shoppers in “batches” consisting of one or more customer
orders to be shopped and delivered together. Instacart’s algorithms take into account numerous
factors promoting efficiency and fairness when offering available batches to Shoppers. Shoppers
can view a list of available batches and accept or decline those batches based on criteria such as
the size of the orders, batch payment amount, and the location of the retailer of the goods.

26. Instacart does not sell ownership rights, copyright or other intellectual property
rights to its Shopper App. Instead, Instacart’s Shoppers must obtain a license, which grants

Shoppers limited rights to install the Shopper App and to access and use the Shopper App,
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including accessing and viewing batches of orders, subject to Instacart’s technical security
measures. This enables Instacart to maintain control over the functionality and usage of the
Shopper App and prevent malicious actors from exploiting the Shopper App in a harmful way.
Any member of the public who creates a Shopper account to use the Shopper App must accept
Instacart’s Shopper Application Terms and Conditions (“Shopper App Terms”). A copy of the
current Shopper App Terms is attached as Appendix C to this Complaint.

27. The Shopper App Terms make clear to Shoppers that they are acquiring a license
to use the Shopper App subject to certain limitations around the use of and distribution of the
application. For example, the Shopper App Terms prohibit Shoppers from making any automated
uses of the Shopper App or the Instacart Platform. Shoppers also may not attempt to decompile,
reverse engineer, disassemble, hack, defeat, or overcome any of Instacart’s software, encryption
technologies, or security measures or data transmitted, processed or stored by Instacart.

28. The Shopper App Terms explicitly state that Instacart owns all trademarks,
copyrights, database rights, patents, and other intellectual property rights of any nature in the
Shopper App, together with the underlying software code.

29. Instacart works hard to protect the integrity and security of its network and
systems. Among other things, it employs an array of technological safeguards and barriers
designed to prevent data scrapers, bots, and other automated systems from accessing and copying
its data on a large scale.

30. Instacart’s servers and information contained in the Shopper App (e.g., batches of
orders) are not open to the general public. Rather, each call to Instacart’s servers requires
Instacart to authorize and permit the Shopper seeking to access Instacart’s servers to view

available batches on the Shopper App. This is because Instacart’s servers are protected by
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sophisticated defenses designed to prevent unauthorized access and abuse, and which evaluate
whether to grant each request made to Instacart’s servers.
OVERVIEW OF SHOPPER HELPER

31. Shopper Helper is an unauthorized third-party mobile application that runs on top
of Instacart’s legitimate Shopper App. Shopper Helper adds additional, unauthorized
functionality to Instacart’s Shopper App, which includes automatically filtering and selecting the
‘best batch’ for a user, bypassing the designed Instacart native batch selection and offering
process. Shopper Helper includes, for example, technology that unfairly leverages filters, such as
the geographic proximity of the grocery store, delivery distance, and earning potential, and
automatically accepts orders in a manner that may prevent Shoppers using the legitimate
Shopper App from accepting such orders. Defendants have recently marketed Shopper Helper

app on social media, shown in Figure 1 below, as “the best tool to get high paying batches.”
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Figure 1
32.  Upon information and belief, Defendants offer Shopper Helper to the public
through a subscription service. For example, and upon information and belief, a license to

Shopper Helper can be obtained for various subscription durations with associated costs. The

9
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cost for a three-day subscription is approximately $89, while the cost for a 15-day subscription is
approximately $249. The following Figures 2 and 3 show the subscription pricing and an email

from Defendants offering a three-day license to Shopper Helper.
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Figure 3
33. Upon information and belief, Defendants communicate with the public through

email addresses associated with Chinese Internet technology company, NetEase. Defendants

further use Telegram and WhatsApp to further communicate about Shopper Helper.

10
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34, Defendants use Coinbase infrastructure to accept cryptocurrency payment for the

subscription, as shown below in Figure 4.

0.00378112 BTC {8000 USD) &

8% Show QR code

Figure 4
35. Defendants make the Shopper Helper app available through infrastructure

comprised of Internet domains, an IP address, and an associated account within an e-commerce
platform, reflected in Appendix A. Such domains include “shopper-helper|[.]Jcom,”
“shopperhelper[.]vip,” and “ssqian[.]vip.” An IP address can be thought of as the location on the
Internet of a particular computer. An “IP address” is a unique string of numbers separated by a
period, such as “149.111.151.161” that identifies each computer attached to the Internet.
Defendants must lease such computers from companies that provide “hosting” services, and
which assign to those computers particular IP addresses. The hosting company refers to a type of
company that specializes in offering computer hardware and software connection to the Internet,
technical support, and other services to companies and individuals seeking to have some
presence on the Internet. Defendants also leverage an account on the e-commerce platform

Shopify to support distribution of the fraudulent Shopper Helper app.

11
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36. Once installed on a mobile device, Shopper Helper’s instructions require users to
remove Instacart’s legitimate Shopper App. The following Figure 5 shows Shopper Helper’s

installation guide, which is hosted on the domain “shopperhelper|.]vip.”

Hon ishopperhelperyipoag

Shopper Helper

Guide

Step 1: Purchase License Key

Order a License from the store, {Only accept Bitcoin & ETH] After the payment is cleared. You could
get the License Key automatically in the following two ways:

® Inour store, you could visit MEML at the top left — your account —+ Click the order number

— Click "download here" at the product field. There you could get your License Key

* You will also get an email with the License Key

Step 2: Install Shopper Helper
WVisle Install Link on your iFhone Safari.

Ingut your license key there and follow the guide 1o install the app. Before you install the helper
app, please uninstall your original Shopper app.

Figure 5

37. The Shopper Helper app arrives on the user’s device with an Apple Certification.
An Apple Certification is used to integrate applications into the mobile operating system. In
effect, before an app can be installed on a device, it must be “signed” with a certificate issued by
Apple that contains information about the developer. The purpose of the Apple Certificate is to
authenticate the developer — i.e., state that the developer of the mobile application is a trusted
developer. Applications that do not contain an Apple Certificate cannot install on an authorized
and unadulterated Apple mobile device. Shopper Helper has taken steps to obtain multiple Apple
Certificates in order to obfuscate the true developer and to circumvent the normal authentication

protocols that Instacart has in place.

12
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38. Shopper Helper then requires users to enter their Instacart Shopper App
credentials. At that point, Shopper Helper will transmit information through the Internet to call
Instacart’s AWS servers, in order to obtain batch information. Because Shopper Helper leverages
authentic Instacart credentials, which it has intercepted without authorization, Shopper Helper is
able to fraudulently circumvent Instacart’s technical measures that control access to Instacart’s
AWS servers and intellectual property.

39. Shopper Helper prompts users to set criteria for batches they will accept,
including the dollar amount of the order, distance from the shopper, and distance to the delivery
destination. The Shopper Helper app will then use those rules to automatically accept any
available batches that match the criteria. This means that users of the Shopper Helper app are
automatically assigned batches within seconds of them becoming available through Instacart,
often before Shoppers using the legitimate Instacart Shopper App have the opportunity to view

them. The following Figure 6 shows the criteria Shopper Helper makes available.

13
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Figure 6

40. By automating batch selection and choosing batches of the highest dollar value,
Shopper Helper is disrupting Instacart’s batching process and its relationships with Shoppers.

41. Shopper Helper utilizes a capability called patching, which enables software
developers to add components and functionality to existing binary code. Through patching,
Defendants were able to create Shopper Helper, which essentially replicates Instacart’s Shopper
App functionalities and user interface. In effect, Shopper Helper’s technical architectural and
utilization of patching tools enables Shopper Helper to act and appear virtually identical to the

Shopper App, as shown in Figures 7 and 8.

14
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Figure 7 — Instacart’s Shopper Application Figure 8 — Shopper Helper
42. As can be seen, Shopper Helper appears to the public to be identical to Instacart’s

Shopper App because it uses Instacart’s trademarks, content and protected user interfaces, but it
is instead a fraudulent, counterfeit and adulterated version of Instacart’s Shopper App.
Defendants are trading on Instacart’s trademarks to deceive users of Instacart’s Shopper App and
the public, to trade on the legitimacy of Instacart’s brand. Trademark registrations for the marks
infringed by Defendants are attached to Instacart’s Complaint as Exhibit B. For example,
Instacart’s Shoppers who do not use Shopper Helper wrongly perceive Instacart as approving,
endorsing or having some association with the use of the Shopper Helper app.

43. Masquerading as Instacart’s genuine Shopper App, Defendants have added
unauthorized functionalities to the Shopper App’s binary code, including additional filtering
criteria and the automated selection functionality. This means that Shopper Helper acts virtually
the same as the Shopper App — i.e., allowing users to view batch orders, change their user

profile, and access messages — but further includes the feature enabling Shopper Helper to

15
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automatically select certain orders.

44. To continue its fraudulent activities, Shopper Helper leverages several web calls
to an application programming interface (“API”’) known as “LetsValidate that enables Shopper
Helper to validate that the application is still allowed to operate and access batch information
from Instacart’s Shopper App without forcing the user to reauthenticate. This API call further
enables Shopper Helper to regularly update the user’s selection criteria for purposes of
automatically selecting certain batches. Shopper Helper stores this “LetsValidate” API on the
domain “ssqian[.]vip.” The following Figure 9 shows how the Shopper Helper application

makes a web call to “ssqian[.]vip” to validate that the application is still allowed to operate.

[} Rogusst o hipaVaplesganwpdd2 [1871T8.74.11)

Foreary Dvep m LTH S Open Brias e

|® ——— Application Calls out to validate itself
peuts aga ... upon starting

Figure 9
45. Shopper Helper accesses Instacart’s AWS servers without authorization to obtain

batch information on several representative occasions:

a. Each time Shopper Helper transmits Instacart’s credentials for authentication
purposes;

b. Each time Shopper Helper requests batch information from Instacart’s AWS
Servers;

c. Each time Instacart’s AWS servers transmit batch information back to the
Shopper Helper user’s mobile device; and

d. Once Shopper Helper identifies a batch that satisfies the user’s criteria, Shopper

16
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Helper will transmit that information to Instacart’s AWS servers to claim that
batch as taken and thus remove it from Instacart’s legitimate Shopper App.

HARM TO INSTACART, THEIR
SHOPPERS, AND THE PUBLIC

46. Defendants’ misuse of Instacart’s software disrupts the distribution of batches
among Shoppers, undermining confidence in the fairness of Instacart’s Platform. Shopper Helper
seeks to give its users an unfair advantage that harms legitimate Instacart Shoppers. The Shopper
Helper app can cause Shoppers using the legitimate Shopper App to miss out on opportunities
for batches that would otherwise be available to them. This causes dissatisfaction with Instacart’s
Shopper App and services and diminishes Shopper confidence in Instacart’s Platform.

47. Shopper Helper inflicts substantial damage on Instacart whose products and
trademarks Defendants systematically misuse as part of Shopper Helper’s operations. For
example, once Shopper Helper is installed on a user’s mobile device, it compromises the
underlying code of Instacart’s Shopper App through the creation and operation of a counterfeit,
adulterated version of the Shopper App. However, the compromised Shopper App does not
appear any different to the user on the mobile device. Anyone viewing the Shopper Helper app,
thus, would think that Shopper Helper is developed and distributed by Instacart, despite the fact
that it is the operators of Shopper Helper that are compromising the Shopper App. This harms
Instacart’s reputation and goodwill among the public, and particularly among Shoppers who may
incorrectly believe that Shopper Helper is sanctioned, sponsored, or associated in some manner
with Instacart.

48. Once downloaded, Shopper Helper makes an application programming interface
(“APTI”) wrapper call (a technical “hand-shake”) to Instacart’s infrastructure. An API wrapper is
a tool designed to automate calling of certain functionalities from an underlying codebase. In this

instance, Shopper Helper’s API wrap is designed to access Instacart’s infrastructure to obtain

17
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batch information by appearing as the genuine Shopper App, which enables Shopper Helper to
obtain information regarding batch orders directly from Instacart’s infrastructure. In addition,
once Shopper Helper automatically selects the batch, Shopper Helper will transmit that
information to Instacart’s AWS servers to claim that batch as taken and thus remove it from
Instacart’s legitimate Shopper App.

49. Once Shopper Helper makes the technical handshake with Instacart’s
infrastructure, Shopper Helper will appear to the Shopper as Instacart’s Shopper App with the
Shopper Helper enhanced functionality. However, this fraudulent version makes significant
changes to Instacart’s Shopper App by enabling Shopper Helper to fraudulently access
Instacart’s servers to obtain batch information, masquerading as the authorized Shopper App and

enabling the use of automated filtering and selection of batches, as shown in Figure 10.

18
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Figure 10
50. Shopper Helper’s fraudulent app harms Instacart’s Shopper App’s functionalities

by interfering with the batch selection process. For example, Shopper Helper’s users can
configure Shopper Helper to crawl Instacart’s batch end points and automatically select the
batches of the highest dollar value. By automatically selecting batches, Shopper Helper is
making unauthorized changes to Instacart’s Shopper App by systematically disrupting Instacart’s
algorithms for the batching process, rendering batches unavailable to genuine users.

51. Each time Shopper Helper is launched, it accesses Instacart’s Shopper App and
misuses code, features and functionality of the Shopper App. The software and services that
support Instacart’s Shopper App are located on AWS infrastructure. Because Shopper Helper
contains and misuses code, features and functionality of Instacart’s Shopper App, it is also

accessing without authorization Instacart’s AWS servers, which are physical computers located

19
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in Northern Virginia.

52. Shopper Helper harms Instacart and Instacart’s Shoppers by damaging Instacart’s
proprietary Shopper App installed on Shoppers’ mobile devices. In fact, if the mobile device
contains an instance of Instacart’s Shopper App, Shopper Helper will instruct the user to remove
Instacart’s authentic application from the device.

53. Shopper Helper’s harm begins when it is downloaded onto the mobile device.
Upon installation, Shopper Helper will make certain technical calls to the Instacart Shopper App
to begin accessing Instacart’s Shopper App and servers. Shopper Helper will then run scripts to
automatically select batches of orders from Instacart’s Shopper App at the expense of Instacart’s
Shoppers who do not have access to Shopper Helper.

54. Instacart devotes significant computing and human resources to combating bots
like Shopper Helper. Instacart, as a provider of the Instacart Shopper App, as well as other
products, must also incorporate security features in an attempt to stop installation of Shopper
Helper and other bots. Instacart has expended significant resources to investigate and track the
Shopper Helper Defendants’ illegal activities and to counter and remediate the damage caused by
Shopper Helper to Instacart, its Shoppers, and the general public.

55. Shopper Helper irreparably harms Instacart by damaging its reputation, brands,
and Shopper goodwill. Defendants physically alter Instacart’s Shopper App.

56. In effect, once altered and controlled by Shopper Helper, the Instacart Shopper
App ceases to operate normally and become tools for Defendants to conduct their unauthorized
access to batch information on Instacart’s servers and automated processes. Yet, they still bear
Instacart’s trademarks. This misleads Instacart’s Shoppers and the public generally into wrongly

believing that Instacart condones, facilitates or somehow is associated with Shopper Helper.
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57. Instacart has invested substantial resources in developing high-quality products
and services. Due to the high quality and effectiveness of Instacart’s products and services and
the expenditures of significant resources by Instacart to market those products and services,
Instacart has generated substantial goodwill with its Shoppers, has established strong brands, and
has developed the Instacart name and the names of its products and services into strong and
famous world-wide symbols that are well-recognized within its channels of trade. Instacart has
registered trademarks representing the quality of its products and services and its brand,
including Instacart®.

58. The activities of Shopper Helper injure Instacart and its reputation, brand, and
goodwill because Shoppers subject to the negative effects of this unauthorized application
incorrectly believe that Instacart and Instacart’s Shopper App are the sources of their inability to
obtain certain batches that otherwise may be available. There is a great risk that users may
attribute the imbalance and their inability to obtain certain orders to Instacart and associate these
problems with Instacart’s products, thereby diluting and tarnishing the value of the Instacart

trademarks and brands.

FIRST CLAIM FOR RELIEF

Violation of the Computer Fraud & Abuse Act, 18 U.S.C. § 1030
59.  Instacart incorporates by reference each and every allegation set forth in

paragraphs 1 through 58 above.

60.  Defendants knowingly and intentionally accessed and continue to access
protected computers without authorization and knowingly caused the transmission of a
program, information, code and commands, resulting in damage to the protected computers,
the software residing thereon, and Instacart.

61.  Defendants’ conduct involved interstate and/or foreign communications.
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62.  Defendants’ conduct has caused a loss to Instacart during a one-year period
aggregating at least $5,000.

63. Instacart seeks injunctive relief and compensatory and punitive damages
under 18 U.S.C. §1030(g) in an amount to be proven at trial.

64. As a direct result of Defendants’ actions, Instacart has suffered and continues
to suffer irreparable harm for which there is no adequate remedy at law, and which will

continue unless Defendants’ actions are enjoined.

SECOND CLAIM FOR RELIEF
Trademark Infringement Under the Lanham Act— 15 U.S.C. § 1114 ef seq.

65. Instacart incorporates by reference each and every allegation set forth in
paragraphs 1 through 63 above.

66.  Defendants have used without authorization Instacart’s trademarks in
interstate commerce.

67.  As aresult of their wrongful conduct, Defendants are liable to Instacart for
violation of the Lanham Act.

68.  Instacart seeks injunctive relief and compensatory and punitive damages in an
amount to be proven at trial.

69. As a direct result of Defendants’ actions, Instacart has suffered and continues
to suffer irreparable harm for which they have no adequate remedy at law, and which will
continue unless Defendants’ actions are enjoined.

70.  Defendants’ wrongful and unauthorized use of Instacart’s trademarks to
promote, market, or sell products and services constitutes trademark infringement pursuant

to 15 U.S.C. § 1114 et seq.
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THIRD CLAIM FOR RELIEF
False Designation of Origin Under the Lanham Act— 15 U.S.C. § 1125(a)

71.  Instacart incorporates by reference each and every allegation set forth in
paragraphs 1 through 69 above.

72.  Instacart’s trademarks are distinctive marks that are associated with Instacart
and exclusively identify its businesses, products, and services,

73.  Defendants make unauthorized use of Instacart’s trademarks. By doing so,
Defendants mislead Instacart’s Shoppers and the public generally into wrongly believing
Instacart condones, facilitates or somehow is associated with Shopper Helper.

74.  As aresult of their wrongful conduct, Defendants are liable to Instacart for
violation of the Lanham Act, 15 U.S.C. § 1125(a).

75.  Instacart seeks injunctive relief and compensatory and punitive damages in an
amount to be proven at trial.

76. As a direct result of Defendants’ actions, Instacart has suffered and continues
to suffer irreparable harm for which they have no adequate remedy at law, and which will

continue unless Defendants’ actions are enjoined.

FOURTH CLAIM FOR RELIEF
Trademark Dilution Under the Lanham Act — 15 U.S.C. § 1125(¢c)

77.  Instacart incorporates by reference each and every allegation set forth in
paragraphs 1 through 76 above.

78.  Instacart’s trademarks are famous marks that are associated with Instacart and
exclusively identify its business, products, and services.

79.  Defendants make unauthorized use of Instacart’s trademarks. By doing so,

Defendants are likely to cause dilution by tarnishment of Instacart’s trademarks.
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80.  Instacart seeks injunctive relief and compensatory and punitive damages in an
amount to be proven at trial.

81. As a direct result of Defendants’ actions, Instacart has suffered and continues
to suffer irreparable harm for which they have no adequate remedy at law, and which will

continue unless Defendants’ actions are enjoined.

FIFTH CLAIM FOR RELIEF

Intentional Interference with Contractual Relationships

82.  Instacart incorporates by reference each and every allegation set forth in
paragraphs 1 through 81 above.

83.  Instacart has valid and subsisting contractual relationships with licensees of
its Shopper App.

84.  Upon information and belief, Defendants are aware of Instacart’s contracts
because every Shopper who has recently obtained authentic credentials through the Shopper
App must have accepted the Shopper App Terms.

85. Shopper Helper is designed and intended to cause Shoppers to breach their
Terms and Conditions with Instacart by inducing users to modify the Shopper App, to make
unauthorized uses of the Shopper App, to overcome Instacart’s technical counter-measures,
and to redistribute the Shopper App to Defendants.

86.  Upon information and belief, Defendants’ conduct did cause users of the
Shopper Helper app to breach their Terms and Conditions with Instacart.

87.  Upon information and belief, Defendants know that their conduct is intended
to and likely to interfere with the Shopper App Terms and deprive Instacart of the attendant
economic benefits.

88. Defendants’ conduct has caused Instacart economic harm. Instacart seeks
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injunctive relief and compensatory and punitive damages in an amount to be proven at trial.
89. As a direct result of Defendants’ actions, Instacart has suffered and continues
to suffer irreparable harm for which there is no adequate remedy at law, and which will

continue unless Defendants’ actions are enjoined.

SIXTH CLAIM FOR RELIEF
Common Law Trespass to Chattels

90. Instacart incorporates by reference each and every allegation set forth in
paragraphs 1 through 89 above.

91.  Defendants have used a computer and/or computer network, without
authority, with the intent to cause physical injury to the property of another.

92.  Defendants have, without authority, used a computer and/or computer
network, with the intent to trespass on the computers and computer networks of Instacart.

93.  Defendants’ actions in operating Shopper Helper result in unauthorized access
to Instacart’s software and the computers on which Instacart’s programs and services run,
and result in unauthorized intrusion into those computers.

94.  Defendants intentionally caused this conduct, and this conduct was unlawful
and unauthorized.

95.  Defendants’ actions have caused injury to Instacart and have interfered with
the possessory interests of Instacart over its software.

96. Instacart seeks injunctive relief and compensatory and punitive damages in an
amount to be proven at trial.

97. As a direct result of Defendants’ actions, Instacart has suffered and continues
to suffer irreparable harm for which they have no adequate remedy at law, and which will

continue unless Defendants’ actions are enjoined.
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SEVENTH CLAIM FOR RELIEF

Unjust Enrichment

98. Instacart incorporates by reference each and every allegation set forth in
paragraphs 1 through 97 above.

99.  The acts of Defendants complained of herein constitute unjust enrichment of
the Defendants at the expense of Instacart in violation of the common law. Defendants used,
without authorization or license, software and other intellectual property belonging to
Instacart to facilitate unlawful conduct inuring to the benefit of Defendants. In this manner,
Instacart conferred a benefit on the Defendants.

100. Defendants retained the benefit of and profited unjustly from their
unauthorized and unlicensed use of Instacart’s intellectual property.

101. Upon information and belief, Defendants had an appreciation and knowledge
of the benefit they derived from their unauthorized and unlicensed use of Instacart’s
intellectual property.

102. Retention by the Defendants of the benefit and profits they derived from their
malfeasance would be inequitable and unjust.

103. Instacart seeks injunctive relief and compensatory and punitive damages in an
amount to be proven at trial.

104. As adirect result of Defendants’ actions, Instacart has suffered and continues
to suffer irreparable harm for which they have no adequate remedy at law, and which will

continue unless Defendants’ actions are enjoined.

EIGHTH CLAIM FOR RELIEF

Conversion

105. Instacart incorporates by reference each and every allegation set forth in
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paragraphs 1 through 104 above.

106. Instacart owns all right, title, and interest in the Shopper App. Instacart licenses
the Shopper App to Shoppers for limited use. Defendants have interfered with, unlawfully and
without authorization, and disposed Instacart of, control over the Shopper App.

107. Defendants have, without authority, used a computer and/or computer network,
with the intent to remove, halt, or otherwise disable computer data, computer programs, and or
computer software from a computer or computer network.

108. Instacart seeks injunctive relief and compensatory and punitive damages in an
amount to be proven at trial.

109. As adirect result of Defendants’ actions, Instacart has suffered and continues to
suffer irreparable harm for which they have no adequate remedy at law, and which will continue

unless Defendants’ actions are enjoined.

PRAYER FOR RELIEF

WHEREFORE, Instacart prays that the Court:

1. Enter judgment in favor of Instacart and against the Defendants.

2. Declare that Defendants’ conduct has been willful and that Defendants have acted
with fraud, malice, and oppression,

3. Enter a preliminary and permanent injunction enjoining Defendants and their
officers, directors, principals, agents, servants, employees, successors, and assigns, and all
persons and entities in active concert or participation with them, from engaging in any of the
activity complained of herein or from causing any of the injury complained of herein and from
assisting, aiding or abetting any other person or business entity in engaging in or performing any

of the activity complained of herein or from causing any of the injury complained of herein.

27



Case 1:21-cv-00474 Document 1 Filed 04/16/21 Page 28 of 29 PagelD# 28

4. Enter a preliminary and permanent injunction giving Instacart control over the
domains used by Defendants to cause injury and enjoining Defendants from using such
instrumentalities.

5. Enter judgment awarding Instacart actual damages from Defendants adequate to
compensate Instacart for Defendants’ activity complained of herein and for any injury
complained of herein, including, but not limited to interest and costs, in an amount to be proven
at trial.

6. Enter judgment disgorging Defendants’ profits.

7. Enter judgment awarding enhanced, exemplary and special damages, in an
amount to be proven at trial.

8. Enter judgment awarding attorneys’ fees and costs, and order such other relief

that the Court deems just and reasonable.

DEMAND FOR JURY TRIAL

Instacart respectfully requests a trial by jury on all issues so triable in accordance with

Fed. R. Civ. P. 38.

Dated: April 16, 2021 Respectfully submitted,

LM

Julia Milewski (VA Bar No. 82426)
CROWELL & MORING LLP

1001 Pennsylvania Avenue NW
Washington DC 20004-2595
Telephone: (202) 624-2500

Fax: (202) 628-5116
jmilewski@crowell.com

Gabriel M. Ramsey (pro hac vice pending)

Warrington S. Parker III (pro hac vice pending)
Kayvan Ghaftari (pro hac vice pending)
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Diane Aguirre-Dominguez (pro hac vice pending)
CROWELL & MORING LLP

3 Embarcadero Center, 26th Floor

San Francisco, CA 94111

Telephone: (415) 986-2800

Fax: (415) 986-2827
gramsey@crowell.com

wparker@crowell.com

kghaffari@crowell.com
daguirre-Dominguez@crowell.com

Attorneys for Plaintiff Maplebear Inc., dba Instacart

29



Case 1:21-cv-00474 Document 1-1 Filed 04/16/21 Page 1 of 7 PagelD# 30

Appendix A



Case 1:21-cv-00474 Document 1-1 Filed 04/16/21 Page 2 of 7 PagelD# 31

.COM DOMAINS

Registry

VeriSign, Inc.

VeriSign Information Services, Inc.
12061 Bluemont Way

Reston Virginia 20190

United States

APPENDIX A

SHOPPER-HELPER.COM

Domain Name: SHOPPER-HELPER.COM

Registry Domain ID: 2567501652 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.dnspod.com

Registrar URL: https://www.dnspod.com

Updated Date: 2020-11-20 17:06:24

Creation Date: 2020-10-22 15:06:23

Registry Expiry Date: 2021-10-22 15:06:23

Registrar: DNSPod, Inc.

Registrar IANA ID: 1697

Registrar Abuse Contact Email: abuse@dnspod.com
Registrar Abuse Contact Phone: +86.95716

Domain Status: ok https://www.icann.org/epp#ok
Registry Registrant ID: REDACTED FOR PRIVACY
Registrant Name: REDACTED FOR PRIVACY
Registrant Organization: REDACTED FOR PRIVACY
Registrant Street: REDACTED FOR PRIVACY
Registrant City: REDACTED FOR PRIVACY
Registrant State/Province: an hui sheng

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: CN

Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY
Registrant Fax Ext: REDACTED FOR PRIVACY
Registrant Email: Select Contact Domain Holder link at
https://whois.cloud.tencent.com/domain?domain=SHOPPER
-HELPER.COM

Registry Admin ID: REDACTED FOR PRIVACY
Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY
Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY
Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

1
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Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY
Admin Email: Select Contact Domain Holder link at
https://whois.cloud.tencent.com/domain?domain=SHOPPER
-HELPER.COM

Registry Tech ID: REDACTED FOR PRIVACY
Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY
Tech Street: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY
Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Select Contact Domain Holder link at
https://whois.cloud.tencent.com/domain?domain=SHOPPER
-HELPER.COM

Registry Billing ID: REDACTED FOR PRIVACY
Billing Name: REDACTED FOR PRIVACY

Billing Organization: REDACTED FOR PRIVACY
Billing Street: REDACTED FOR PRIVACY

Billing City: REDACTED FOR PRIVACY

Billing State/Province: REDACTED FOR PRIVACY
Billing Postal Code: REDACTED FOR PRIVACY
Billing Country: REDACTED FOR PRIVACY
Billing Phone: REDACTED FOR PRIVACY

Billing Email: Select Contact Domain Holder link at
https://whois.cloud.tencent.com/domain?domain=SHOPPER
-HELPER.COM

Name Server:ns2.bodis.com

Name Server:ns1.bodis.com

DNSSEC: unsigned

.VIP DOMAINS

Registry

Minds + Machines Group Limited
2505 Second Avenue, Suite 520
Seattle, WA 98121

United States

Minds and Machines, LLC

3100 Donald Douglas Loop North Hanger 7
Santa Monica, CA 90405

United States
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SHOPPERHELPER.VIP

Domain Name: SHOPPERHELPER.VIP

Registry Domain ID:

D 01ADA82A AAFDAGFS8EDS34EASB4CFB7C99F2C2F
E1 0000017265CF37E4-VIP

Registrar WHOIS Server: whois.godaddy.com
Registrar URL: http://www.goaustraliadomains.com
Updated Date: 2020-05-30T06:39:42Z

Creation Date: 2020-05-30T13:39:38Z

Registrar Registration Expiration Date: 2021-05-
30T13:39:38Z

Registrar: Go Australia Domains, LLC

Registrar IANA ID: 1151

Registrar Abuse Contact Email: abuse@godaddy.com
Registrar Abuse Contact Phone: +1.4806242505
Domain Status: clientTransferProhibited
http://www.icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited
http://www.icann.org/epp#clientUpdateProhibited
Domain Status: clientRenewProhibited
http://www.icann.org/epp#clientRenewProhibited
Domain Status: clientDeleteProhibited
http://www.icann.org/epp#clientDeleteProhibited
Registry Registrant ID: CR426069585

Registrant Name: Registration Private

Registrant Organization: Domains By Proxy, LLC
Registrant Street: DomainsByProxy.com

Registrant Street: 14455 N. Hayden Road
Registrant City: Scottsdale

Registrant State/Province: Arizona

Registrant Postal Code: 85260

Registrant Country: US

Registrant Phone: +1.4806242599

Registrant Phone Ext:

Registrant Fax: +1.4806242598

Registrant Fax Ext:

Registrant Email: shopperhelper.vip@domainsbyproxy.com
Registry Tech ID: CR426069586

Tech Name: Registration Private

Tech Organization: Domains By Proxy, LLC

Tech Street: DomainsByProxy.com

Tech Street: 14455 N. Hayden Road

Tech City: Scottsdale

Tech State/Province: Arizona

Tech Postal Code: 85260

Tech Country: US

Tech Phone: +1.4806242599

Tech Phone Ext:

Tech Fax: +1.4806242598

Tech Fax Ext:

Tech Email: shopperhelper.vip@domainsbyproxy.com
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Registry Admin ID: CR426069587

Admin Name: Registration Private

Admin Organization: Domains By Proxy, LLC
Admin Street: DomainsByProxy.com

Admin Street: 14455 N. Hayden Road

Admin City: Scottsdale

Admin State/Province: Arizona

Admin Postal Code: 85260

Admin Country: US

Admin Phone: +1.4806242599

Admin Phone Ext:

Admin Fax: +1.4806242598

Admin Fax Ext:

Admin Email: shopperhelper.vip@domainsbyproxy.com
Name Server: NS67.DOMAINCONTROL.COM
Name Server: NS68.DOMAINCONTROL.COM
DNSSEC: unsigned

SSQIAN.VIP

Domain Name: SSQIAN.VIP

Registry Domain ID:

D 012A9006 _D8C4AB3C35504DA9A8A3E26EC927FC13
_0000016CBA249827-VIP

Registrar WHOIS Server: whois.godaddy.com
Registrar URL: http://www.godaddy.com

Updated Date: 2019-08-22T22:47:53Z

Creation Date: 2019-08-22T16:24:16Z

Registrar Registration Expiration Date: 2022-08-
22T16:24:16Z

Registrar: GoDaddy.com, LLC

Registrar [JANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com
Registrar Abuse Contact Phone: +1.4806242505
Domain Status: clientTransferProhibited
http://www.icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited
http://www.icann.org/epp#clientUpdateProhibited
Domain Status: clientRenewProhibited
http://www.icann.org/epp#clientRenewProhibited
Domain Status: clientDeleteProhibited
http://www.icann.org/epp#clientDeleteProhibited
Registrant Organization:

Registrant State/Province: Beijing

Registrant Country: CN

Registrant Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=ssqia
n.vip

Tech Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=ssqia
n.vip

Admin Email: Select Contact Domain Holder link at
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https://www.godaddy.com/whois/results.aspx?domain=ssqia
n.vip

Name Server: BOB.NS.CLOUDFLARE.COM

Name Server: CRUZ.NS.CLOUDFLARE.COM

DNSSEC: unsigned

IP ADDRESS

Hosting Company
Choopa LLC

100 Matawan Rd
Matawan, NJ 07747
United States

Choopa LLC

The Constant Company, LLC
319 Clematis St. Suite 900
West Palm Beach, FL 33401
United States

167.179.75.11

irt: IRT-CHOOPALLC-AP
address: 100 Matawan Rd, Matawan NJ 07747
e-mail: abuse@choopa.com

abuse-mailbox: abuse@choopa.com
admin-c: CLA15-AP
tech-c: CLA15-AP

auth: # Filtered
remarks: abuse@choopa.com was validated on 2021-02-
09

mnt-by: MAINT-CHOOPALLC-AP
last-modified: 2021-02-09T13:51:43Z
source: APNIC

role: ABUSE CHOOPALLCAP

address: 100 Matawan Rd, Matawan NJ 07747
country: 77

phone: +000000000

e-mail: abuse@choopa.com

admin-c: CLAI15-AP

tech-c: CLAI15-AP

nic-hdl: AC1765-AP

remarks: Generated from irt object IRT-CHOOPALLC-
AP

abuse-mailbox: abuse@choopa.com

mnt-by: APNIC-ABUSE

last-modified: 2020-06-18T15:26:12Z

source: APNIC
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role: Choopa LLC administrator
address: 100 Matawan Rd, Matawan NJ 07747
country: US

phone: +1-973-849-0501

fax-no: +1-973-849-0501

e-mail: abuse@choopa.com
admin-c: CLA15-AP

tech-c: CLA15-AP

nic-hdl: CLA15-AP

mnt-by: MAINT-CHOOPALLC-AP
last-modified: 2014-11-18T00:32:03Z
source: APNIC

route: 167.179.64.0/18

origin: AS20473

descr: Choopa, LLC
14 Cliffwood Ave
Suite 300

mnt-by: MAINT-CHOOPALLC-AP
last-modified: 2020-04-21T14:40:04Z
source: APNIC

E-COMMERCE ACCOUNT

E-Commerce Account Provider

Shopify, Inc.

c/o

The Corporation Trust Company
1209 Orange St

Wilmington, DE 19808

United States

Shopify (USA), Inc.

33 New Montgomery St., Suite 750
San Francisco, CA 94105-4537
United States

E-commerce account associated with the Shopify, Inc.
domain ShopperHelper.vip Shopify (USA), Inc.
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@ﬁ'\tﬂl

States of Gy,

Anited States Patent and Trabemark Office IC‘?

INSTACART

Reg. No. 4,903,628
Registered Feb. 23, 2016

Int. Cls.: 9, 35, 39, 42
and 45

TRADEMARK
SERVICE MARK
PRINCIPAL REGISTER

N csette X Lo

Director of the United States
Patent and Trademark Office

MAPLEBEAR INC. (DELAWARE CORPORATION), DBA INSTACART
420 BRYANT STREET
SAN FRANCISCO, CA 94107

FOR: DOWNLOADABLE SOFTWARE FOR BROWSING AND PURCHASING CONSUMER
GOODS OF OTHERS; DOWNLOADABLE SOFTWARE FOR SEARCHING FOR AND AC-
CESSING, CREATING, PUBLISHING, AND BROWSING RECIPES AND INFORMATION IN
THE FIELD OF FOOD, COOKING, WINE, AND BEVERAGES, IN CLASS 9 (U.S. CLS. 21,
23,26,36 AND 38).

FIRST USE 6-3-2012; IN COMMERCE 9-10-2013.

FOR: ONLINE RETAIL STORE SERVICES FEATURING A WIDE VARIETY OF CONSUMER
GOODS OF OTHERS; ONLINE GROCERY, PHARMACY, HOME GOODS, PET SUPPLY,
AND WHOLESALE STORE SERVICES FEATURING HOME, OFFICE, AND OTHER DESIG-
NATED LOCATION DELIVERY SERVICES; ADVERTISING AND PROMOTING THE GOODS
AND SERVICES OF OTHERS VIA A GLOBAL COMPUTER NETWORK, NAMELY, ADVERT-
ISING AND PROMOTING THE AVAILABILITY OF GOODS FOR SELECTION, ORDERING,
PURCHASE, AND/OR DELIVERY; COMPARISON SHOPPING SERVICES; PROMOTING
THE GOODS AND SERVICES OF OTHERS, NAMELY, PROVIDING SPECIAL OFFERS AND
ONLINE CATALOGS FEATURING A WIDE VARIETY OF CONSUMER GOODS OF OTHERS;
ONLINE ORDERING SERVICES FEATURING GROCERIES AND OTHER SUPERMARKET
PRODUCTS; PROMOTING THE GOODS AND SERVICES OF OTHERS, NAMELY, DISTRIB-
UTING ONLINE RECIPES FEATURING THE CONSUMER GOODS OF OTHERS, IN CLASS
35(U.S. CLS. 100, 101 AND 102).

FIRST USE 6-3-2012; IN COMMERCE 9-10-2013.

FOR: TRANSPORT AND DELIVERY OF CONSUMER GOODS; GROCERY DELIVERY
SERVICES, IN CLASS 39 (U.S. CLS. 100 AND 105).

FIRST USE 6-3-2012; IN COMMERCE 9-10-2013.

FOR: PROVIDING A WEBSITE FEATURING TECHNOLOGY THAT ALLOWS USERS TO
SEARCH, BROWSE, AND PURCHASE CONSUMER GOODS OF OTHERS; PROVIDING A
WEBSITE FEATURING TECHNOLOGY THAT ALLOWS USERS TO SEARCH, ACCESS,
CREATE, PUBLISH, AND BROWSE RECIPES AND INFORMATION IN THE FIELD OF
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Reg. No. 4,903,628 FOOD, COOKING, WINE, AND BEVERAGES; PROVIDING TEMPORARY USE OF NON-
DOWNLOADABLE SOFTWARE FOR BROWSING, COMPARING, AND PURCHASING
CONSUMER GOODS OF OTHERS; PROVIDING TEMPORARY USE OF NONDOWNLOAD-
ABLE SOFTWARE FOR ORDERING DELIVERY SERVICES, IN CLASS 42 (U.S. CLS. 100
AND 101).
FIRST USE 6-3-2012; IN COMMERCE 9-10-2013.

FOR: PERSONAL SHOPPING SERVICES FOR OTHERS, IN CLASS 45 (U.S. CLS. 100 AND
101).

FIRST USE 6-3-2012; IN COMMERCE 9-10-2013.

THE MARK CONSISTS OF STANDARD CHARACTERS WITHOUT CLAIM TO ANY PAR-
TICULAR FONT, STYLE, SIZE, OR COLOR.

SER. NO. 86-323,403, FILED 6-27-2014.

SUNG IN, EXAMINING ATTORNEY

Page: 2 /RN # 4,903,628
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REQUIREMENTS TO MAINTAIN YOUR FEDERAL
TRADEMARK REGISTRATION

WARNING: YOUR REGISTRATION WILL BE CANCELLED IF YOU DO NOT FILE THE
DOCUMENTS BELOW DURING THE SPECIFIED TIME PERIODS.

Requirements in the First Ten Years*
What and When to File:

First Filing Deadline: You must file a Declaration of Use (or Excusable Nonuse) between the
5th and 6th years after the registration date. See 15 U.S.C. §§1058, 1141k. If the declaration is
accepted, the registration will continue in force for the remainder of the ten-year period, calculated
from the registration date, unless cancelled by an order of the Commissioner for Trademarks or a
federal court.

Second Filing Deadline: You must file a Declaration of Use (or Excusable Nonuse) and an
Application for Renewal between the 9th and 10th years after the registration date.*
See 15 U.S.C. §1059.

Requirements in Successive Ten-Year Periods*
What and When to File:

You must file a Declaration of Use (or Excusable Nonuse) and an Application for Renewal between
every 9th and 10th-year period, calculated from the registration date.*

Grace Period Filings*

The above documents will be accepted as timely if filed within six months after the deadlines listed above
with the payment of an additional fee.

*ATTENTION MADRID PROTOCOL REGISTRANTS: The holder of an international registration with
an extension of protection to the United States under the Madrid Protocol must timely file the Declarations
of Use (or Excusable Nonuse) referenced above directly with the United States Patent and Trademark Office
(USPTO). The time periods for filing are based on the U.S. registration date (not the international registration
date). The deadlines and grace periods for the Declarations of Use (or Excusable Nonuse) are identical to
those for nationally issued registrations. See 15 U.S.C. §§1058, 1141k. However, owners of international
registrations do not file renewal applications at the USPTO. Instead, the holder must file a renewal of the
underlying international registration at the International Bureau of the World Intellectual Property Organization,
under Article 7 of the Madrid Protocol, before the expiration of each ten-year term of protection, calculated
from the date of the international registration. See 15 U.S.C. §1141j. For more information and renewal
forms for the international registration, see http://www.wipo.int/madrid/en/.

NOTE: Fees and requirements for maintaining registrations are subject to change. Please check the
USPTO website for further information. With the exception of renewal applications for registered
extensions of protection, you can file the registration maintenance documents referenced above online
at http://www.uspto.gov.

NOTE: A courtesy e-mail reminder of USPTO maintenance filing deadlines will be sent to trademark
owners/holders who authorize e-mail communication and maintain a current e-mail address with the
USPTO. To ensure that e-mail is authorized and your address is current, please use the Trademark
Electronic Application System (TEAS) Correspondence Address and Change of Owner Address Forms
available at http://www.uspto.gov.

Page: 3 /RN # 4,903,628
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Enited States of Jnyp,.

WAnited States Patent and Trabemark Office I[Q

Reg. No. 6,233,500
Registered Dec. 29, 2020
Int. Cl.: 9, 35, 39, 42, 45
Service Mark
Trademark

Principal Register

b e
Director of the United States
Patent and Trademark Office

Maplebear Inc. (DELAWARE CORPORATION), DBA Instacart
50 Beale Street, Suite 600
San Francisco, CALIFORNIA 94105

CLASS 9: Downloadable software for browsing and purchasing consumer goods of
others; downloadable software for searching for and accessing, creating, publishing, and
browsing recipes and information in the field of food, cooking, wine, and beverages,
downloadable software for engaging and coordinating persona shopper and delivery
services; downloadable software for providing information on available same-day
transportation and delivery services, downloadable software for grocery and food
shopping; downloadable software for grocery and food delivery services; al of the
foregoing excluding photo and video sharing and social networking software

FIRST USE 12-00-2015; IN COMMERCE 12-00-2015

CLASS 35: Online retail store services featuring a wide variety of consumer goods of
others; online grocery, pharmacy, home goods, pet supply, and wholesale store services
featuring home, office, and other designated location delivery services; advertising and
promoting the goods and services of others via a global computer network, namely,
advertising and promoting the availability of goods for selection, ordering, purchase,
and/or delivery; comparison shopping services; promoting the goods and services of
others, namely, providing special offers and online catalogs featuring a wide variety of
consumer goods of others; online ordering services featuring groceries and other
supermarket products; promoting the goods and services of others, namely, distributing
online recipes featuring the consumer goods of others

FIRST USE 12-00-2015; IN COMMERCE 12-00-2015
CLASS 39: Transport and delivery of consumer goods; grocery delivery services

FIRST USE 12-00-2015; IN COMMERCE 12-00-2015
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CLASS 42: Providing a website featuring technology that allows users to search,
browse, and purchase consumer goods of others, providing a website featuring
technology that allows users to search, access, create, publish, and browse recipes and
information in the field of food, cooking, wine, and beverages; providing temporary use
of non-downloadable software for browsing, comparing, and purchasing consumer
goods of others; providing temporary use of non-downloadable software for ordering
delivery services; providing temporary use of non-downloadable software for engaging
and coordinating personal shopper and delivery services; providing temporary use of
non-downloadable software for providing information on available same-day
transportation and delivery services, al of the foregoing excluding photo and video
sharing and socia networking services

FIRST USE 12-00-2015; IN COMMERCE 12-00-2015

CLASS 45: Personal shopping services for others; personal grocery shopping services
for others; al of the foregoing excluding photo and video sharing and socia networking
services

FIRST USE 12-00-2015; IN COMMERCE 12-00-2015
The color(s) orange and green i/are claimed as a feature of the mark.

The mark consists of astylized design of a carrot with the carrot in orange and the carrot
top and leavesin green.

OWNER OF U.S. REG. NO. 4816310, 5345935

SER. NO. 88-951,089, FILED 06-05-2020

Page: 2 of 3/ RN # 6233500
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REQUIREMENTSTO MAINTAIN YOUR FEDERAL TRADEMARK REGISTRATION

WARNING: YOUR REGISTRATION WILL BE CANCELLED IF YOU DO NOT FILE THE
DOCUMENTSBELOW DURING THE SPECIFIED TIME PERIODS.

Requirementsin the First Ten Years*
What and When to File:

» First Filing Deadline: You must file a Declaration of Use (or Excusable Nonuse) between the 5th and 6th
years after the registration date. See 15 U.S.C. 881058, 1141k. If the declaration isaccepted, the
registration will continue in force for the remainder of the ten-year period, calculated from the registration
date, unless cancelled by an order of the Commissioner for Trademarks or afederal court.

» Second Filing Deadline: You must file a Declaration of Use (or Excusable Nonuse) and an Application
for Renewal between the 9th and 10th years after the registration date.* See 15 U.S.C. §1059.

Requirementsin Successive Ten-Year Periods*
What and When to File:

* You must file a Declaration of Use (or Excusable Nonuse) and an Application for Renewal
between every 9th and 10th-year period, calculated from the registration date.*

Grace Period Filings*

The above documents will be accepted as timely if filed within six months after the deadlines listed above with the
payment of an additional fee.

*ATTENTION MADRID PROTOCOL REGISTRANTS: The holder of an international registration with an
extension of protection to the United States under the Madrid Protocol must timely file the Declarations of Use (or
Excusable Nonuse) referenced above directly with the United States Patent and Trademark Office (USPTO). The
time periods for filing are based on the U.S. registration date (not the international registration date). The
deadlines and grace periods for the Declarations of Use (or Excusable Nonuse) are identical to those for nationally
issued registrations. See 15 U.S.C. §81058, 1141k. However, owners of internationa registrations do not file
renewal applications at the USPTO. Instead, the holder must file a renewa of the underlying international
registration at the International Bureau of the World Intellectual Property Organization, under Article 7 of the
Madrid Protocol, before the expiration of each ten-year term of protection, calculated from the date of the
international registration. See 15 U.S.C. 81141j. For more information and renewal forms for the international
registration, see http://www.wipo.int/madrid/en/.

NOTE: Fees and requirements for maintaining registrations are subject to change. Please check the
USPTO website for further information. With the exception of renewal applications for registered
extensions of protection, you can file the registration maintenance documents referenced above online at
http://www.uspto.gov.

NOTE: A courtesy eemail reminder of USPTO maintenance filing deadlines will be sent to trademark
ownergholders who authorize e-mail communication and maintain a current e-mail address with the
USPTO. To ensure that email is authorized and your address is current, please use the Trademark
Electronic Application System (TEAS) Correspondence Address and Change of Owner Address Forms
available at http://www.uspto.gov.

Page: 3 of 3/ RN # 6233500
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Enited States of Jnyp,.

WAnited States Patent and Trabemark Office I[Q

Reg. No. 6,233,503
Registered Dec. 29, 2020
Int. Cl.: 9, 35, 39, 42, 45
Service Mark
Trademark

Principal Register

Director of the United States
Patent and Trademark Office

 instacart

Maplebear Inc. (DELAWARE CORPORATION), DBA Instacart
50 Beale Street, Suite 600
San Francisco, CALIFORNIA 94105

CLASS 9: Downloadable software for browsing and purchasing consumer goods of
others; downloadable software for searching for and accessing, creating, publishing, and
browsing recipes and information in the field of food, cooking, wine, and beverages,
downloadable software for engaging and coordinating persona shopper and delivery
services; downloadable software for providing information on available same-day
transportation and delivery services, downloadable software for grocery and food
shopping; downloadable software for grocery and food delivery services; al of the
foregoing excluding photo and video sharing and social networking software

FIRST USE 12-00-2015; IN COMMERCE 12-00-2015

CLASS 35: Online retail store services featuring a wide variety of consumer goods of
others; online grocery, pharmacy, home goods, pet supply, and wholesale store services
featuring home, office, and other designated location delivery services; advertising and
promoting the goods and services of others via a global computer network, namely,
advertising and promoting the availability of goods for selection, ordering, purchase,
and/or delivery; comparison shopping services; promoting the goods and services of
others, namely, providing special offers and online catalogs featuring a wide variety of
consumer goods of others; online ordering services featuring groceries and other
supermarket products; promoting the goods and services of others, namely, distributing
online recipes featuring the consumer goods of others

FIRST USE 12-00-2015; IN COMMERCE 12-00-2015
CLASS 39: Transport and delivery of consumer goods; grocery delivery services

FIRST USE 12-00-2015; IN COMMERCE 12-00-2015
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CLASS 42: Providing a website featuring technology that allows users to search,
browse, and purchase consumer goods of others, providing a website featuring
technology that allows users to search, access, create, publish, and browse recipes and
information in the field of food, cooking, wine, and beverages; providing temporary use
of non-downloadable software for browsing, comparing, and purchasing consumer
goods of others; providing temporary use of non-downloadable software for ordering
delivery services; providing temporary use of non-downloadable software for engaging
and coordinating personal shopper and delivery services; providing temporary use of
non-downloadable software for providing information on available same-day
transportation and delivery services, al of the foregoing excluding photo and video
sharing and socia networking services

FIRST USE 12-00-2015; IN COMMERCE 12-00-2015

CLASS 45: Personal shopping services for others; personal grocery shopping services
for others; al of the foregoing excluding photo and video sharing and socia networking
services

FIRST USE 12-00-2015; IN COMMERCE 12-00-2015
The color(s) orange and green i/are claimed as a feature of the mark.

The mark consists of astylized design of a carrot with the carrot in orange and the carrot
top and leavesin green and "INSTACART" in green letters to the right of the carrot.

OWNER OF U.S. REG. NO. 4903628, 4816310, 5345935

SER. NO. 88-951,096, FILED 06-05-2020

Page: 2 of 3/ RN # 6233503
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REQUIREMENTSTO MAINTAIN YOUR FEDERAL TRADEMARK REGISTRATION

WARNING: YOUR REGISTRATION WILL BE CANCELLED IF YOU DO NOT FILE THE
DOCUMENTSBELOW DURING THE SPECIFIED TIME PERIODS.

Requirementsin the First Ten Years*
What and When to File:

» First Filing Deadline: You must file a Declaration of Use (or Excusable Nonuse) between the 5th and 6th
years after the registration date. See 15 U.S.C. 881058, 1141k. If the declaration isaccepted, the
registration will continue in force for the remainder of the ten-year period, calculated from the registration
date, unless cancelled by an order of the Commissioner for Trademarks or afederal court.

» Second Filing Deadline: You must file a Declaration of Use (or Excusable Nonuse) and an Application
for Renewal between the 9th and 10th years after the registration date.* See 15 U.S.C. §1059.

Requirementsin Successive Ten-Year Periods*
What and When to File:

* You must file a Declaration of Use (or Excusable Nonuse) and an Application for Renewal
between every 9th and 10th-year period, calculated from the registration date.*

Grace Period Filings*

The above documents will be accepted as timely if filed within six months after the deadlines listed above with the
payment of an additional fee.

*ATTENTION MADRID PROTOCOL REGISTRANTS: The holder of an international registration with an
extension of protection to the United States under the Madrid Protocol must timely file the Declarations of Use (or
Excusable Nonuse) referenced above directly with the United States Patent and Trademark Office (USPTO). The
time periods for filing are based on the U.S. registration date (not the international registration date). The
deadlines and grace periods for the Declarations of Use (or Excusable Nonuse) are identical to those for nationally
issued registrations. See 15 U.S.C. §81058, 1141k. However, owners of internationa registrations do not file
renewal applications at the USPTO. Instead, the holder must file a renewa of the underlying international
registration at the International Bureau of the World Intellectual Property Organization, under Article 7 of the
Madrid Protocol, before the expiration of each ten-year term of protection, calculated from the date of the
international registration. See 15 U.S.C. 81141j. For more information and renewal forms for the international
registration, see http://www.wipo.int/madrid/en/.

NOTE: Fees and requirements for maintaining registrations are subject to change. Please check the
USPTO website for further information. With the exception of renewal applications for registered
extensions of protection, you can file the registration maintenance documents referenced above online at
http://www.uspto.gov.

NOTE: A courtesy eemail reminder of USPTO maintenance filing deadlines will be sent to trademark
ownergholders who authorize e-mail communication and maintain a current e-mail address with the
USPTO. To ensure that email is authorized and your address is current, please use the Trademark
Electronic Application System (TEAS) Correspondence Address and Change of Owner Address Forms
available at http://www.uspto.gov.

Page: 3 of 3/ RN # 6233503
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qited States of gmer

WAnited States Patent and Trabemark Office I[Q

Reg. No. 6,233,504
Registered Dec. 29, 2020
Int. Cl.: 9, 35, 39, 42, 45
Service Mark
Trademark

Principal Register

Director of the United States
Patent and Trademark Office

" instacart

Maplebear Inc. (DELAWARE CORPORATION), DBA Instacart
50 Beale Street, Suite 600
San Francisco, CALIFORNIA 94105

CLASS 9: Downloadable software for browsing and purchasing consumer goods of
others; downloadable software for searching for and accessing, creating, publishing, and
browsing recipes and information in the field of food, cooking, wine, and beverages,
downloadable software for engaging and coordinating persona shopper and delivery
services; downloadable software for providing information on available same-day
transportation and delivery services, downloadable software for grocery and food
shopping; downloadable software for grocery and food delivery services; all of the
foregoing excluding photo and video sharing and social networking software

FIRST USE 12-00-2015; IN COMMERCE 12-00-2015

CLASS 35: Online retail store services featuring a wide variety of consumer goods of
others; online grocery, pharmacy, home goods, pet supply, and wholesale store services
featuring home, office, and other designated location delivery services; advertising and
promoting the goods and services of others via a global computer network, namely,
advertising and promoting the availability of goods for selection, ordering, purchase,
and/or delivery; comparison shopping services; promoting the goods and services of
others, namely, providing specia offers and online catalogs featuring a wide variety of
consumer goods of others, online ordering services featuring groceries and other
supermarket products; promoting the goods and services of others, namely, distributing
online recipes featuring the consumer goods of others

FIRST USE 12-00-2015; IN COMMERCE 12-00-2015
CLASS 39: Transport and delivery of consumer goods; grocery delivery services
FIRST USE 12-00-2015; IN COMMERCE 12-00-2015

CLASS 42: Providing a website featuring technology that allows users to search,
browse, and purchase consumer goods of others, providing a website featuring
technology that allows users to search, access, create, publish, and browse recipes and
information in the field of food, cooking, wine, and beverages; providing temporary use
of non-downloadable software for browsing, comparing, and purchasing consumer
goods of others; providing temporary use of non-downloadable software for ordering
delivery services; providing temporary use of non-downloadable software for engaging
and coordinating personal shopper and delivery services; providing temporary use of
non-downloadable software for providing information on available same-day
transportation and delivery services; al of the foregoing excluding photo and video
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sharing and social networking services
FIRST USE 12-00-2015; IN COMMERCE 12-00-2015

CLASS 45: Personal shopping services for others, persona grocery shopping services
for others; al of the foregoing excluding photo and video sharing and social networking
services

FIRST USE 12-00-2015; IN COMMERCE 12-00-2015

The mark consists of a stylized design of a carrot and "INSTACART" to the right of the
carrot.

OWNER OF U.S. REG. NO. 4903628, 4816310, 5345935

SER. NO. 88-951,098, FILED 06-05-2020

Page: 2 of 3/ RN # 6233504
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REQUIREMENTSTO MAINTAIN YOUR FEDERAL TRADEMARK REGISTRATION

WARNING: YOUR REGISTRATION WILL BE CANCELLED IF YOU DO NOT FILE THE
DOCUMENTSBELOW DURING THE SPECIFIED TIME PERIODS.

Requirementsin the First Ten Years*
What and When to File:

» First Filing Deadline: You must file a Declaration of Use (or Excusable Nonuse) between the 5th and 6th
years after the registration date. See 15 U.S.C. 881058, 1141k. If the declaration isaccepted, the
registration will continue in force for the remainder of the ten-year period, calculated from the registration
date, unless cancelled by an order of the Commissioner for Trademarks or afederal court.

» Second Filing Deadline: You must file a Declaration of Use (or Excusable Nonuse) and an Application
for Renewal between the 9th and 10th years after the registration date.* See 15 U.S.C. §1059.

Requirementsin Successive Ten-Year Periods*
What and When to File:

* You must file a Declaration of Use (or Excusable Nonuse) and an Application for Renewal
between every 9th and 10th-year period, calculated from the registration date.*

Grace Period Filings*

The above documents will be accepted as timely if filed within six months after the deadlines listed above with the
payment of an additional fee.

*ATTENTION MADRID PROTOCOL REGISTRANTS: The holder of an international registration with an
extension of protection to the United States under the Madrid Protocol must timely file the Declarations of Use (or
Excusable Nonuse) referenced above directly with the United States Patent and Trademark Office (USPTO). The
time periods for filing are based on the U.S. registration date (not the international registration date). The
deadlines and grace periods for the Declarations of Use (or Excusable Nonuse) are identical to those for nationally
issued registrations. See 15 U.S.C. §81058, 1141k. However, owners of internationa registrations do not file
renewal applications at the USPTO. Instead, the holder must file a renewa of the underlying international
registration at the International Bureau of the World Intellectual Property Organization, under Article 7 of the
Madrid Protocol, before the expiration of each ten-year term of protection, calculated from the date of the
international registration. See 15 U.S.C. 81141j. For more information and renewal forms for the international
registration, see http://www.wipo.int/madrid/en/.

NOTE: Fees and requirements for maintaining registrations are subject to change. Please check the
USPTO website for further information. With the exception of renewal applications for registered
extensions of protection, you can file the registration maintenance documents referenced above online at
http://www.uspto.gov.

NOTE: A courtesy eemail reminder of USPTO maintenance filing deadlines will be sent to trademark
ownergholders who authorize e-mail communication and maintain a current e-mail address with the
USPTO. To ensure that email is authorized and your address is current, please use the Trademark
Electronic Application System (TEAS) Correspondence Address and Change of Owner Address Forms
available at http://www.uspto.gov.

Page: 3 of 3/ RN # 6233504
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Become a Shopper

Instacart Shopper Application Terms and
Conditions

Last Updated: December 10, 2020

These Terms and Conditions ( “Terms” ) govern your use of the Instacart Shopper Application ( “Shopper
App” ), platform, and affiliated content, which are copyrighted works belonging or licensed to Maplebear Inc.
(d/b/a Instacart), a Delaware corporation ( “Instacart” ), to sign up as a personal shopper or delivery provider
and/or provide such services through the Instacart Platform (as defined herein). Your provision of any personal
shopping and/or delivery services are subject to the Independent Contractor Agreement between you and
Instacart, including its subsidiaries or affiliates; or, if you are using the Shopper App in the course of your
employment, the provision of any personal shopping and/or delivery services are subject to your employment
agreement or your employer’s agreement with Instacart, including its subsidiaries or affiliates (each agreement
may be referenced in these Terms as the “Agreement” and such terms regarding the Agreement are only
applicable if you or your employer have entered into one).

Before using the Shopper App, you are required to read, understand, and agree to these Terms. By using the
Shopper App, you agree to be bound by these Terms and acknowledge and agree to the collection, use, and
disclosure of your personal information in accordance with Instacart’s Shopper and Shopper Applicant Privacy
Policy.

1. DEFINITIONS

1.1. The “Shopper App” shall mean the software provided by Instacart, to be used on Apple iOS and Android
OS devices and any upgrades from time to time and any other software or documentation which enables the use
of the Shopper App. The Shopper App allows you to submit your information to sign up to provide services
through the Instacart Platform and to receive information to enable your performance of “Services” which shall
mean personal shopping and/or delivery services through the Instacart Platform pursuant to the Agreement.

1.2. The “Instacart Platform” is Instacart’s technology that provides a communications and logistics platform
that enables consumers who seek Services from retailers in their area to be matched with individuals or third

party providers interested in providing those services.

1.3. “Device” shall mean a mobile device capable of running the Shopper App.

2. PROPRIETARY RIGHTS AND LICENSES

https://www.instacart.com/shoppers-terms 1/4
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2.1. All trademarks, copyright, database rights, patent, and other intellectual property rights of any nature in the
Shopper App together with the underlying software code, its affiliated content (which may be accessed outside
of the Shopper App on Instacart-controlled webpages), and any and all rights in, or derived from the Shopper
App or the Instacart Platform are proprietary and owned either directly by Instacart or by Instacart’s licensors
and is protected by applicable intellectual property and other laws. You agree that you will not use such
proprietary information or materials in any way whatsoever except for use of the Shopper App in compliance
with these Terms and the Agreement. No portion of the Shopper App may be reproduced in any form or by any
means, except as expressly permitted in these Terms. You agree not to modify, rent, lease, loan, sell, distribute,
or create derivative works based on the Shopper App in any manner, and you shall not exploit the Shopper App
in any unauthorized way whatsoever, including, but not limited to, by trespass or burdening network capacity.

2.2. Instacart hereby grants you a non-exclusive, non-transferable, non-sublicensable, worldwide, and perpetual
revocable license to use the Shopper App for your lawful use in accordance with these Terms and the Agreement
on your Device. Instacart retains all rights, title, and interest in and to the Shopper App, the Instacart Platform,
and its other intellectual property. This license starts on the date that you accept these Terms and install or
otherwise use the Shopper App. The license ends on the earlier date of your disposal of the Shopper App or
Instacart’s termination of the license in accordance with these Terms or the Agreement.

2.3. The Shopper App may request from you any feedback, including but not limited to product or retailer
information, or images of receipts or products ( “Feedback” ). You agree that such Feedback shall be the
exclusive property of Instacart and that you will sign all documents necessary to confirm or perfect the exclusive
ownership of Instacart to the Feedback. You further agree not to enforce, and otherwise waive to the fullest
extent legally possible any moral rights that you may have now or in the future in respect of the Feedback and,
to the extent Instacart is not recognized as the owner of Feedback, you agree to grant Instacart a worldwide,
perpetual, irrevocable, royalty-free, fee-free, fully transferable and sub-licensable license to use, exploit, or
modify the Feedback in any way and for any purpose without payment to you.

3. CONDITIONS OF USE

3.1. When signing up to be a user of the Instacart Platform, your information will be used to create an account.
You may not sign up more than once. You will take all reasonable steps to protect your log in details and keep
them secret, including any access codes you may be sent to access your account. You are responsible for all
activities performed using the Shopper App whether the access is authorized by you or not.

3.2. You may use the Shopper App in accordance with the following conditions:

a. Pursuant to the Agreement, with the terms of service of the relevant digital storefront where you obtained
the Shopper App, including but not limited to the Apple iOS App Store and the Google Play Store, in
accordance with any applicable third party terms of agreement using the Shopper App, and per any
applicable law, rule, and regulation.

b. You may only use the Shopper App in countries and territories where Instacart’s services are available to
customers.

c. You must provide Instacart information that is true, accurate, and complete at all times and you may not
impersonate any other person in your use of the Shopper App or the Instacart Platform or post another
person’s personal information, data, content, or materials through the Shopper App or the Instacart
Platform without the person’s consent.

d. You may not rent, lease, sell, transfer, redistribute, or sublicense the Shopper App.

e. You may not use or promote the use of any form of modifications, exploits, or other unauthorized means
to interfere with, or gain undue advantage in your use of the Instacart Platform.

f. You may not attempt to disrupt or burden the normal operation of the Instacart Platform, or any of
Instacart’s infrastructure or any of Instacart’s other business activities.

g. You may not make any automated uses of the Shopper App or the Instacart Platform or gain any other
unauthorized access therewith.

https://www.instacart.com/shoppers-terms 2/4
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h. You may not attempt to decompile, reverse engineer, disassemble, hack, defeat, or overcome any of
Instacart’s software, encryption technologies, or security measures or data transmitted, processed or stored
by Instacart.

3.3. Instacart’s failure to monitor or enforce a provision of these Terms does not constitute a waiver of its right to
do so in the future with respect to that provision, any other provision, or these Terms as a whole.

4. DISCLAIMER AND LIMITATION OF LIABILITY

4.1. THE SHOPPER APP AND INSTACART PLATFORM ARE PROVIDED "AS IS" AND "AS
AVAILABLE." TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, INSTACART
DISCLAIMS ALL REPRESENTATIONS, CONDITIONS, AND WARRANTIES, EXPRESS, LEGAL,
IMPLIED, OR STATUTORY, INCLUDING THE IMPLIED WARRANTIES OR CONDITIONS OF
MERCHANTABILITY, QUALITY, FITNESS FOR A PARTICULAR PURPOSE, DURABILITY, TITLE,
AND NON-INFRINGEMENT. IN ADDITION, TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW, INSTACART MAKES NO REPRESENTATION, WARRANTY, CONDITIONS, OR
GUARANTEE REGARDING THE RELIABILITY, TIMELINESS, QUALITY, SUITABILITY, OR
AVAILABILITY OF THE SHOPPER APP OR INSTACART PLATFORM, OR THAT THE SHOPPER APP
OR INSTACART PLATFORM WILL BE UNINTERRUPTED OR ERROR-FREE.

4.2. INSTACART SHALL NOT BE LIABLE FOR DAMAGES OF ANY TYPE, WHETHER DIRECT OR
INDIRECT, ARISING OUT OF OR IN ANY WAY RELATED TO THE SHOPPER APP OR INSTACART
PLATFORM, INCLUDING BUT NOT LIMITED TO DAMAGES ALLEGEDLY ARISING FROM
MISTAKES, OMISSIONS, INTERRUPTIONS, DELAYS, DEFECTS AND/OR ERRORS IN
TRANSMITTING, RECEIVING, ORIGINATING, TERMINATING, AND/OR DELIVERING
INFORMATION REGARDING THE SERVICES. INSTACART SHALL NOT BE LIABLE UNDER ANY
CIRCUMSTANCES FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, EXEMPLARY OR
PUNITIVE DAMAGES, OR LOSS OF PROFIT OR REVENUES, EVEN IF INSTACART HAS BEEN
SPECIFICALLY ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. INSTACART IS NOT LIABLE
UNDER ANY CIRCUMSTANCES FOR DAMAGES ARISING OUT OF OR RELATED IN ANY WAY TO
YOUR USE OF YOUR INABILITY TO ACCESS, OR YOUR DIFFICULT IN ACCESSING, THE
INSTACART PLATFORM THROUGH THE SHOPPER APP. INSTACART IS NOT LIABLE FOR ANY
CHARGES YOU MAY INCUR IN USING THE SHOPPER APP. INSTACART SHALL NOT BE LIABLE
UNDER ANY CIRCUMSTANCES FOR DAMAGES ARISING OUT OF OR IN ANY WAY RELATED TO
PRODUCTS, SERVICES, AND/OR INFORMATION OFFERED OR PROVIDED BY THIRD-PARTY
VENDORS AND ACCESSED THROUGH THE SHOPPER APP OR BY ANY OTHER MEANS.
INSTACART SPECIFICALLY DISCLAIMS ANY LIABILITY OF ANY KIND FOR COSTS OR DAMAGES
ARISING OUT OF PRIVATE OR GOVERNMENTAL LEGAL ACTIONS RELATED TO YOUR USE OF
ANY OF THE SHOPPER APP OR INSTACART PLATFORM IN ANY COUNTRY.

S. CHANGES AND UPDATES

5.1. Instacart may make changes to these Terms from time to time. When Instacart does so, Instacart will post
the most current version of the Terms and, if a revision to the Terms is material, Instacart will notify you of the
new Terms (for example, by email or a notification on the Shopper App). Changes to these terms will not apply
retroactively. If you do not agree to the modified terms, you should discontinue your use of the Shopper App.

5.2. You understand that, Instacart may, at its sole discretion, provide updates and changes to the Shopper App

and Instacart Platform and that it is your responsibility to update the Shopper App when updates are available.
Instacart is not liable for any loss that you may suffer as a result of your failure to update.

6. CONTACT INFORMATION
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6.1. If you have questions about signing up or performing your Services as a shopper, please review our Help
Center located at https://shoppers.instacart.com/help or contact Instacart Care at 1 (888) 246-7822.

6.2. If you have any questions about these Terms, you may contact legal@instacart.com.

Instacart Express
Help
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Privacy

Terms

Become a Shopper
i0S app
Android app

Express membership autorenews after 14-day trial. Terms apply
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